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Jogos, Bets e Influenciadores:
Quem Esta do Outro Lado das Telas?



Quem ou o Que Esta do Outro Lado das Telas?

— Pode ser:
- uma pessoa, usando a propria conta
- uma pessoa, usando uma conta comprometida
- uma pessoa, usando uma falsa identidade
- um sistema automatizado, simulando uma pessoa ou uma interagcao humana
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Como Identificar Quem ou o Que E?

— Geralmente usamos “pistas” para tentar entender, como:
- tem selo de verificacao?
- conhecgo essa pessoa?
- € uma conta antiga?
- tem muitos seguidores?
— € seguida por pessoas que conhego?
— 0 historico € coerente?
- houve mudanca recente no comportamento?
— as respostas parecem automatizadas?
- faz pedidos incomuns?
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Sera que Podemos Confiar Nessas Pistas?

— Selo de verificacao — a conta pode ter sido comprometida

— Rosto e voz familiares — podem ser reproduzidos ou manipulados por IA
— Conta antiga — pode ter sido invadida por outra pessoa

— Muitos seguidores — parte deles pode ser falsa ou artificial

— Muitas interagcbes — podem ser produzidas ou manipuladas por bofts
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Microsoft India’s X account hijacked in Roaring Kitty crypto scam

By Sergiu Gatlan June 3, 2024 06:30 PM 0
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October 16, 2024

Verified Influencer Accounts Are Being Hijacked to Spread Scams
and Malicious Software

The FBI Atlanta Division is warning the public that verified social media accounts are being hijacked by cybercriminals for the purposes of spreading

] \ _ scams and malicious software. Cybercriminals are targeting established social media accounts with large followings. By successfully taking over these
® accounts through targeted phishing or social engineering techniques, the cybercriminals broaden the reach of their fraudulent campaigns to vast

amounts of followers. The campaigns become more effective because the followers trust the verified accounts.

Image: Midjourney

The official Microsoft India account on Twitter, with over 211,000 followers, was hijacked by
cryptocurrency scammers to impersonate Roaring Kitty, the handle used by notorious meme stock trader
Keith Gill.

Microsoft India's X account has a gold check as an officially verified organization on the platform,
lending the hijackers' posts more legitimacy.

https://www.fbi.gov/contact-us/field-offices/atlanta/news/verified-influencer-accounts-are-being-hijacked-to-spread-scams-and-malicious-software
https://www.bleepingcomputer.com/news/security/microsoft-indias-x-account-hijacked-in-roaring-kitty-crypto-scam-to-push-wallet-drainers/
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Deepfakes are wrecking influencers’

credibility, one fake ad at a time MrBeast and BBC stars used in deepfake
scam videos
4 October2023 Share & Save [J [ & Add as preferred on Google l
Tom Gerken

. Technology reporter
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Superpower to check 100+ biomarkers
in 1 blood draw, see my health scores

W' Mr Beast and I'm doing the
%orld’s largest iPhone 15 giveaway.
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A videg of MrBeast "giving away" iPhones has been exposed as a
deepfake

O 'It's so violating. [They look] just like me, but the upside-down version.’ Illustration: Guardian De5|gn/T|I<tol<

The world's biggest YouTuber, MrBeast, and two BBC presenters have
been used in deepfake videos to scam unsuspecting people online.

Al

https://www.theguardian.com/technoloqy/2026/sep/12/deepfakes-wrecking-influencers-credibility
https://www.bbc.com/news/technology-66993651
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A footballing deepfake: how Bruno
Fernandes fell victim to an unlicensed
betting operator

Illegal online casinos are producing fake BBC stories and Al-
generated videos in an attempt to deceive customers .

B

Lugar da fama

Anitta revela novo joguinho que vém virando
febre nas redes sociais. que ela vém fazendo

mats Que uma diarla de um pedreiro

W Lﬁldk\\

O QH88 produced a strikingly realistic Al-generated video of the
Manchester United captain Bruno Fernandes. Photograph: Ryan Pierse/Getty
Images

https://www.theguardian.com/football/2026/jul/05/a-footballing-deepfake-how-bruno-fernandes-fell-victim-to-an-unlicensed-betting-operator
https://checamos.afp.com/doc.afp.com.34FR8UQ
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Como Podemos nos Proteger?

— Questionar:
- E realmente quem diz ser?
- Quem esta no controle da conta?
- Esse conteudo veio realmente dessa pessoa?

— Atencao as pistas: |
- Envolve dinheiro, dados pessoais ou alguma oferta” X 1
- Ha urgéncia, ameaca ou apelo emocional?
- O conteudo ou comportamento foge do habitual?

— Verificar:
- O que a propria pessoa informa em outros canais?
- Ha sinais de manipulacdao no conteudo?
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para materiais de conscientizacao: doc@cert.br
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