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Creation:
August/1996: CGI.br publishes a report with a proposed model for 
incident management for the country1

June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC BR 
Security Office) based on the report’s recommendations2

1 https://cert.br/sobre/estudo-cgibr-1996.html |  2 https://nic.br/pagina/gts/157

https://cert.br/about/
https://cert.br/sobre/filiacoes/
https://cert.br/about/rfc2350/

Affiliations and Partnerships:

Mission
To increase the level of security and incident 
handling capacity of the networks connected 
to the Internet in Brazil.

Constituency
Any network that uses Internet Resources 
allocated by NIC.br
- IP addresses or ASNs allocated to Brazil
- domains under the ccTLD .br

Governance
Maintained by NIC.br – The Brazilian Network 
Information Center
- all activities are funded by .br domain registration

NIC.br is the executive branch of CGI.br –
The Brazilian Internet Steering Committee
- a multistakeholder organization
- with the purpose of coordinating and integrating 

all Internet service initiatives in Brazil

►Data Acquisition
► Distributed Honeypots
► SpamPots
► Threat feeds

► Information 
Sharing

Situational 
Awareness

► Coordination

► Technical Analysis
►Mitigation and 

Recovery Support

Incident
Management

► Awareness
► Development of 

Best Practices
► Outreach

► Training
► Technical and 

Policy Advisory

Knowledge 
Transfer

Services Provided to the Community

Computer Emergency Response Team Brazil
National CSIRT of Last Resort
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Surveillance capitalism is an economic system
centered around the commodification of personal data

with the core purpose of profit-making.

The 2000s also saw the world’s governments
putting in the effort to ‘Master the Internet’ (as the NSA put it) –

working out how to collect data at scale and index it, 
just as Google does, to make it available to analysts. 

Sources:
https://en.wikipedia.org/wiki/Surveillance_capitalism
Surveillance Capitalism and the Challenge of Collective Action, Shoshana Zuboff, January 24, 2019
https://doi.org/10.1177/1095796018819461
Chapter 2: Who is the Opponent?, Security Engineering 3rd Edition, 2020, Ross Anderson
https://www.cl.cam.ac.uk/~rja14/book.html

https://en.wikipedia.org/wiki/Surveillance_capitalism
https://doi.org/10.1177/1095796018819461
https://www.cl.cam.ac.uk/~rja14/book.html


Lack of Privacy and Behavioral Control
How do we get there…

By design
Private Sector
– The business model depends on extracting 

intelligence from data and behavior
(“surveillance capitalism/economy”)

Public Sector
– Data to inform or implement public policies, 

with varying motives
- strategic and economic advantage 
- market competition 
- safety  and health
- terrorism and counterinsurgency 
- censorship and citizen control
- maintenance of human rights 

Due to carelessness, ignorance 
or incompetence
Poorly designed and implemented systems 
expose citizens to surveillance from 
companies, governments (local and foreign) 
and organized crime
– naïve assumptions
– no risk analysis
– no security engineering
– insecure coding
– lack of security lifecycle (patches, proper 

authentication, etc) specially in IoT, medical 
and SCADA systems



What is Privacy?
Privacy is the ability and/or right to protect your personal information and extends to 

the ability and/or right to prevent invasions of your personal space (the exact 
definition of which varies quite sharply from one country to another). 

Confidentiality involves an obligation to protect some other person’s or organization’s 
secrets if you know them. 

Secrecy is a technical term which refers to the effect of the mechanisms used to limit 
the number of principals who can access information, such as cryptography or 
computer access controls. 

Source: Chapter 1: What is Security Engineering?, Security Engineering, 2nd Edition, 2008, Ross Anderson
https://www.cl.cam.ac.uk/~rja14/book.html

https://www.cl.cam.ac.uk/~rja14/book.html


Data Protection is Key to Privacy and Depends on
Good Security Engineering

Good security engineering requires four things to come together. 
There’s policy: what you’re supposed to achieve. There’s 
mechanism: the ciphers, access controls, hardware tamper-
resistance and other machinery that you assemble in order 
to implement the policy. There’s assurance: the amount of 
reliance you can place on each particular mechanism. 
Finally, there’s incentive: the motive that the people guarding 
and maintaining the system have to do their job properly, 
and also the motive that the attackers have to try to defeat 
your policy.  

Security engineering is about building systems to remain dependable in the face of 
malice, error, or mischance. 

Source: Chapter 1: What is Security Engineering?, Security Engineering, 2nd Edition, 2008, Ross Anderson
https://www.cl.cam.ac.uk/~rja14/book.html

https://www.cl.cam.ac.uk/~rja14/book.html


Mobile health and privacy: cross sectional study, BMJ 2021; 373 doi: https://doi.org/10.1136/bmj.n1248
https://www.theguardian.com/technology/2021/jun/17/nine-out-of-10-health-apps-harvest-user-data-global-study-shows

https://doi.org/10.1136/bmj.n1248
https://www.theguardian.com/technology/2021/jun/17/nine-out-of-10-health-apps-harvest-user-data-global-study-shows


https://www.businesswire.com/news/home/20210602005213/en/Intertrust-Releases-2021-Report-on-Mobile-Finance-App-Security

https://www.businesswire.com/news/home/20210602005213/en/Intertrust-Releases-2021-Report-on-Mobile-Finance-App-Security


https://motherboard.vice.com/en_us/article/8q8dab/15-million-connected-cameras-ddos-botnet-brian-krebs
https://wjla.com/news/local/officials-dc-security-cameras-hacked-8-days-before-inauguration-by-man-woman-in-london
https://conference.hitb.org/hitbsecconf2018ams/sessions/hacking-intelligent-buildings-pwning-knx-zigbee-networks/
http://www.insecam.org

https://motherboard.vice.com/en_us/article/8q8dab/15-million-connected-cameras-ddos-botnet-brian-krebs
https://wjla.com/news/local/officials-dc-security-cameras-hacked-8-days-before-inauguration-by-man-woman-in-london
https://conference.hitb.org/hitbsecconf2018ams/sessions/hacking-intelligent-buildings-pwning-knx-zigbee-networks/
http://www.insecam.org/


https://www.theregister.com/2020/08/13/pentest_networks_fail/
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/external-pentests-2020-eng.pdf

https://www.theregister.com/2020/08/13/pentest_networks_fail/
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/external-pentests-2020-eng.pdf


https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password

https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password




https://www.zdnet.com/article/personal-data-of-16-million-brazilian-covid-19-patients-exposed-online/
https://www.zdnet.com/article/data-of-243-million-brazilians-exposed-online-via-website-source-code/

https://www.zdnet.com/article/personal-data-of-16-million-brazilian-covid-19-patients-exposed-online/
https://www.zdnet.com/article/data-of-243-million-brazilians-exposed-online-via-website-source-code/


GitHub as a Data Leak Source

https://unit42.paloaltonetworks.com/github-data-exposed/

https://unit42.paloaltonetworks.com/github-data-exposed/
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GITGUARDIAN STATE OF SECRETS SPRAWL ON GITHUB
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Where leaks 
come from

TOP 10

State of Secrets Sprawl on GitHub - 2021: https://blog.gitguardian.com/state-of-secrets-sprawl-2021/
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What type of 
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Secrets are digital authentication credentials that grant 

access to services, systems and data (API keys, usernames 

'4*�6'99=58*9ĝ�58�9+);8/:?�)+8:/K)':+9ĦĜ��.+�<52;3+� 

and diversity of these digital authentication credentials  

is growing fast as architectures move to the cloud but also 

rely on more and more components and apps. 

All these categories of secrets expose companies to easy 

and direct attacks. Cloud provider and data storage secrets 

by data loss but also by allowing infrastructure suppression. 

Identity provider and messaging system by allowing 

legitimate identity usage.

Social network

Cloud provider
AWS, Azure, Google, Tencent, Alibaba…

Data storage
MySQL, Mongo, Postgres…

Other
including CRM, cryptos, identity providers, payments systems, monitoring

Development tools 
Django, RapidAPI, Okta

Private keys

Messaging systems
Discord, Sendgrid, Mailgun, Slack, Telegram, Twilio…

Version Control Platform
GitHub, GitLab

Google keys

27.6 %

15.9 %

15.4 %

11.1 %

8.4 %

6.7 %

1.9 %

0.8 %

0.4 %

12 %

Collaboration tools
Asana, Atlassian, Jira, Trello, Zendesk…

Our larger customers, with 2,000 or more employees, 
deploy an average of 175 apps per customer, while  
our smaller customers, with 1,999 or fewer employees,  
deploy an average of 73 apps per customer.*

*Okta
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https://blog.gitguardian.com/state-of-secrets-sprawl-2021/


These later examples are not just “bad security”
No security mechanisms can cope with bad design/practices

STOP
– teaching security as a separate discipline
– teaching to build systems thinking only 

about fulfilling use cases
– thinking that someone or some security 

technology can fix it later
– building bad muscle memory on students
- they will not easily change coding practices 

learnt at the University
- they also need to learn how to use all tools 

and frameworks securely

FOCUS ON
– teaching that security is everyone’s 

responsibility
– thinking about abuse cases
- attackers’ incentives

– permeating security in every discipline, 
specially
- data science
- software engineering and programming

– teaching critical thinking and skepticism



Final Thoughts
It is not because something can be done that it should be done

- always think about ethical and security considerations
- assume someone will try to abuse the technology you are creating

Always ask yourself: What could possibly go wrong?



Additional References
– Data Hemorrhage, Inequality, and You: How Technology and Data Flows are Changing the Civil Liberties Game 

(Slides and Video available)
Shankar Narayan, Technology and Liberty Project Director, American Civil Liberties Union
https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/narayan

– Security Engineering 3rd Edition, 2020, Ross Anderson
Chapter 2: Who is the Opponent? 
Chapter 26: Surveillance or Privacy?
https://www.cl.cam.ac.uk/~rja14/book.html

– The Second Crypto War—What's Different Now (Slides and Video available)
Susan Landau, Bridge Professor of Cyber Security and Policy, Tufts University
https://www.usenix.org/conference/usenixsecurity18/presentation/landau

– Addison-Wesley Software Security Series
https://www.oreilly.com/library/view/software-security-building/0321356705/pr03.html

– Building Security In Maturity Model (BSIMM)
https://www.bsimm.com/

– Keys Under Doormats: Mandating Insecurity by Requiring Government Access to all Data and Communications
https://dspace.mit.edu/bitstream/handle/1721.1/97690/MIT-CSAIL-TR-2015-026.pdf

https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/narayan
https://www.cl.cam.ac.uk/~rja14/book.html
https://www.usenix.org/conference/usenixsecurity18/presentation/landau
https://www.oreilly.com/library/view/software-security-building/0321356705/pr03.html
https://www.bsimm.com/
https://dspace.mit.edu/bitstream/handle/1721.1/97690/MIT-CSAIL-TR-2015-026.pdf
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incident notifications: cert@cert.br @certbr
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