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The Brazilian Internet Steering Committee - CGl.br

CGl.br is a multi-stakeholder organization created in 1995 by the Ministries of
Communications and Science and Technology to coordinate all Internet
related activities in Brazil.

Among the diverse responsibilities reinforced by the Presidential Decree
4.829, has as the main attributions:

« to propose policies and procedures related to the regulation of Internet
activities

« to recommend standards for technical and operational procedures

« to establish strategic directives related to the use and development of
Internet in Brazil

 to promote studies and recommend technical standards for the network and
services’ security in the country

« to coordinate the allocation of Internet addresses (IP) and the registration of
domain names using <.br>

« to collect, organize and disseminate information on Internet services,
including indicators and statistics

http://www.cgi.br/english/ 0l
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Agenda

 What is the problem
« What is port 25 Management
 How Brazil lef the CBL Top 10

— Antispam Task Force work
— Port 25 management adoption agreement
— Results

« Situation in Latin American and Caribbean Networks
— The current top countries

 Next presentation:
— Telefonica Brazil Implementation Case Study
Presenter: Rogério Gomes
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me‘hr What is the Problem

Spammers Cable, DSL, Senders e-mail
Malware Dial-up Provider

Receivers e-mail
Provider
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mej]r What is Port 25 Management

Spammers Cable, DSL, Senders e-mail Receivers e-mail
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Brazilian Telecommunications Legal Framework

 The scenario in Brazil is very unique: regulation split
the services between:

— broadband provider — provides connectivity and IP address

— ISP - authenticate the user and provide services like e-mail,
web, etc

 The adoption of port 25 management needed to be
articulated among competing players

4th Latin American and Caribbean Meeting of CSIRTs — Medellin, Colombia, May 07, 2013 eul
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Anti-spam Task Force —
Port 25 Management Working Group

« Common Goal: reduce the abuse of the Internet infrastructure in
Brazil by spammers

— Brazil was being appointed as a big “source” of spam
— Brazilian networks were being affected negatively

« Who was involved

— Initially: Telcos, ISPs and Associations of these sectors, Anatel, the
CGl.br representatives for these sectors and CERT.br

— Players identified in further meetings: Federal Prosecutor’s Office,
Consumer Defense organizations and Ministry of Justice

« Sensitive issues:
— Competitive issues among ISPs and Telcos

— No one would admit how big the problem really was and what was the
real impact for the infrastructure or the consumers

4th Latin American and Caribbean Meeting of CSIRTs — Medellin, Colombia, May 07, 2013 eul
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Regular Meetings to Negotiate Port 25 Mgmt Adoption

 Port 25 Management in Brazil depended on a coordinated effort:

— 1st; ISPs offering Message Submission services and changing at least
90% of their clients’ configuration

— 2"9:Telcos blocking outbound port 25 traffic — residential networks
only

- A formal implementation agreement was agreed and signed
— CGIl.br, NIC.br, Anatel, Telcos and ISP Associations

— The consumer protection associations supported formally the
agreement

 Once the agreement was signed, NIC.br/CERT.br started a national
awareness campaign about

— the importance of these measures
— the impact on the consumers
— part of the Antispam.br Campaign

4th Latin American and Caribbean Meeting of CSIRTs — Medellin, Colombia, May 07, 2013 eul
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Campaign Main Banner

SELUCIEYI Feche a porta para os spams!
porta de envio

de suas mensagens para

587!

(om a Geréncia da Porta 25, o Brasil voi reduzir
0 volume de spams enviados em nosso pais.

Vocé ojuda o Brasil a melhorar a Intemet e
ginda evita dores de cobega.

(onhega neste site mais detalhes do
Gerenciamento da Porfa 25.

Afinal, quem tem que ficar de fora sdo os spams,
e ndo vocé!
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me‘hr Graphic Explanations about the Change
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Results
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From CBL 1stin 2009 to 25t in 2013
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The deadline for the implementation was March 2013
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Evolution of the Main Brazilian ASNs in CBL

ASNs: comparacao entre os sistemas autonomos
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Situation in LAC Countries

4th Latin American and Caribbean Meeting of CSIRTs — Medellin, Colombia, May 07, 2013

egl

15AN0S



' |
n Ie hr Niicleo de Informago e Coordenagao do Ponto BR r

Comparison of the top LAC Countries in CBL

CCs da América Latina na CBL: Enderecos IP listados
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Questions?
Cristine Hoepers Klaus Steding-Jessen
<cristine@cert.br> <jessenf@cert.br>

 CGlLl.br - Brazilian Internet Steering Committee
http://www.cgi.br/

e NIC.br
http://www.nic.br/

« CERT.br
http://lwww.cert.br/
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